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! 284
!= 284
‖ 284
== 284
&& 284
ˆ 284

A

AADefaultHatName 106, 121
AAHatName 106, 121
Access-Vector-Cache 139, 163, 198, 221, 267
afs 298
ALC_FLR.3 195
allow 144, 182, 217, 310, 311
Apache 72, 106, 120, 123, 171, 179, 180, 213,

227–229, 245
ApacheBench 257
apol 197, 231
AppArmor Syntax

Regel 97
AppArmor-Installation 101
AppArmor-Protokolle

AUDITING 63
LOGPROF-HINT 63, 84
PERMITTING 62
REJECTING 63

AppArmor-Rechte
Allow 69, 76
Deny 69, 76
Edit 69
Glob 69

w/Ext 69
Inherit 69, 76
ix 89
Profile 69
px 89
Px 98
Ux 98
ix 98
l 99
m 98

px 98
r 98
ux 98
w 98
Unconfined 70, 76
ux 89

AppArmor-Syntax 96
Abstraction 99
Include 97
Variablen 99

apparmor_parser 82, 90
apparmor_status 82, 83
append 40
Applications Audit 66
Attribut 310
audit 82–85
audit2allow 161, 164, 169, 182–185, 198–200,

215, 269, 270, 272, 274, 275, 290, 291, 310,
329, 336

audit2spdl 329
audit2why 161, 164, 200
auditallow 217
auditctl 351, 352, 355
Auditd 62, 86, 163, 351, 352, 356
aureport 351, 357, 359
ausearch 351, 359
autodep 82, 84–86
autofs 298
automount 298
autrace 351, 359, 360
Availability siehe Verfügbarkeit
AVC siehe Access-Vector-Cache
avcstat 198

B

Backup 230, 242
Base-Modul 201, 214
bdev 298
Bell-LaPadula 34, 48, 137
Benchmark 51
Biba 35
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binfmt_misc 298
Boolesche Variablen 171, 175, 179, 190, 193,

203, 204, 217, 218, 220, 222, 224, 283

C

CAP_AUDIT_CONTROL 41
CAP_AUDIT_WRITE 41
CAP_CHOWN 39
CAP_DAC_OVERRIDE 39, 127, 146
CAP_DAC_READ_SEARCH 39
CAP_FOWNER 39
CAP_FS_MASK 41
CAP_FSETID 39
CAP_IPC_LOCK 40
CAP_IPC_ONWER 40
CAP_KILL 39
CAP_LEASE 41
CAP_LINUX_IMMUTABLE 39, 40, 43
CAP_MKNOD 41
CAP_NET_ADMIN 39, 40, 43
CAP_NET_BIND_SERVICE 40
CAP_NET_BROADCAST 40
CAP_NET_RAW 40, 43, 44, 70, 72
CAP_SETGID 39
CAP_SETPCAP 40
CAP_SETUID 39
CAP_SYS_ADMIN 41, 99
CAP_SYS_BOOT 41
CAP_SYS_CHROOT 40
CAP_SYS_MODULE 40, 42, 43, 45
CAP_SYS_NICE 41
CAP_SYS_PACCT 40
CAP_SYS_PTRACE 40
CAP_SYS_RAWIO 40, 42, 43
CAP_SYS_RESOURCE 41
CAP_SYS_TIME 41, 279, 284, 285
CAP_SYS_TTY_CONFIG 41
Capability 38, 43, 90, 99, 127, 306
capifs 298
CAPP 352
Category 152
CDS Framework 330
CGI 193, 229, 246
ChangeHat 90, 106, 112
chattr 40
chcat 200
chcon 161, 201
checkmodule 186, 201, 216
checkpolicy 202
Chinese Wall 36
chkconfig 61
chown 201

Chroot 242, 300
cifs 298
Classification siehe Klassifizierung
Clearance siehe Freigabe
Common-Criteria 195, 351
Compartment 35, 152
Compiler 202
complain 82–87
Confidentiality siehe Vertraulichkeit
configfs 298
Constraint 152
Controlled Access Protection Profile

siehe CAPP
Cron 81, 127, 242
Customizable Types 181, 205, 220, 228, 229,

256, 300

D

DAC 25, 133, 137, 141, 144, 147, 189, 352
date 193, 261, 265, 267, 272, 278, 284, 310, 312
Datei

/.autorelabel 159, 225, 240, 255, 300
/admin 124
/bin 147
/bin/date 263, 265, 266, 281
/bin/netstat 132
/bin/ping 132
/boot/grub/menu.lst 102, 219, 240, 241
/dev/grsec 48
/dev/mem 42, 152, 194
/dev/tty 68
/etc/apache2/mods-available 249
/etc/apache2/mods-

available/fcgid.conf
249

/etc/apache2/mods-enabled 249
/etc/apache2/sites-available 250
/etc/apache2/sites-available/default

251
/etc/apparmor.d 67, 69–71, 85, 91, 95, 97
/etc/apparmor.d/abstractions 99
/etc/apparmor.d/tunables/global 71
/etc/apparmor.d/usr.sbin.httpd2-

prefork
77, 107

/etc/apparmor/logprof.conf 85, 90, 94
/etc/apparmor/profiles/extras 67
/etc/apt/sources.list 101
/etc/cron.d 81
/etc/cron.daily 81, 127
/etc/cron.daily/find 243
/etc/cron.daily/standard 242
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/etc/cron.daily/suse.de-clean-tmp
128

/etc/cron.hourly 81, 127
/etc/cron.monthly 81, 127
/etc/cron.weekly 81, 127
/etc/crontab 81, 127
/etc/default/postfix 242
/etc/default/rcS 242
/etc/fstab 287
/etc/gshadow 242
/etc/hosts 252
/etc/httpd/conf.d 249, 250
/etc/httpd/vhosts.d 250
/etc/httpd2/conf.d 107
/etc/init.d 103
/etc/init.d/bootmisc.sh 242
/etc/init.d/httpd 314
/etc/inittab 352
/etc/motd 242
/etc/pam.d/common-session 108
/etc/pam.d/login 241
/etc/pam.d/ssh 241
/etc/passwd 114, 117, 142, 355, 356
/etc/postfix/master.cf 242
/etc/selinux/<policy>/modules/active

215
/etc/selinux/config 159, 219, 223–225,

240, 319, 340
/etc/selinux/refpolicy/src/policy/

317
/etc/sestatus.conf 218
/etc/shadow 43, 46, 142, 146–148, 172,

173, 194, 242, 344
/etc/squid 145
/etc/squid/squid.conf 144
/etc/sysconfig/httpd 248
/etc/udev/udev.conf 242
/home/www 228
/lib/ld-2.2.so 132
/opt/MozillaFirefox/lib/firefox-bin

133
/opt/shells/<group>-shell 114
/packages/ 109
/phpsysinfo/ 78
/proc 95, 159
/proc/[0-9]* 95
/proc/bus/usb 40
/proc/swaps 63
/proc/sys/kernel/cap-bound 42
/sbin 60
/sbin/klogd 132
/sbin/syslogd 133
/selinux 241

/selinux/booleans 175, 176
/selinux/commit_pending_bools 177
/srv/www 228
/srv/www/bookshop 125
/srv/www/bookshop/admin 125
/srv/www/evil 124
/subdomain 81
/sys 159
/sys/kernel/security 81
/tmp 47, 133, 202, 226, 317
/usr/bin 203
/usr/bin/ldd 133
/usr/bin/nmap 63, 71
/usr/bin/passwd 148
/usr/lib/firefox/firefox-bin 133
/usr/sbin/httpd2-prefork 63, 76, 77
/usr/sbin/identd 133
/usr/sbin/mdnsd 133
/usr/sbin/nscd 133
/usr/sbin/ntpd 133
/usr/sbin/traceroute 133
/usr/share/apache2/error/ 124
/usr/share/nmap/nmap-mac-prefixes

63
/usr/share/nmap/nmap-protocols 89
/usr/share/selinux/devel 288
/usr/share/selinux/devel

/include/*/ 263
/usr/share/selinux/devel

/include/kernel/domain.if 263
/usr/src/packages/RPMS/i586/ 109
/usr/src/packages/SOURCES 109
/var/lib/apache2/fcgid 255
/var/log/audit/audit.log 62, 163, 165,

182, 185, 199, 207, 267
/var/log/messages 62, 86, 87, 105, 163,

165, 182, 185, 199, 207
/var/log/snort 127
/var/log/syslog 185, 199, 207, 262
/var/log/utmp 100
/var/log/wtmp 100
/var/run/motd 242
/var/tmp 226
/var/www 228, 250
/var/www/myvhost/php-fcgi 251
/web 180, 181, 229
/www 213, 228
~/.vim/syntax 321
~/.vimrc 321
abstractions/audio 100
abstractions/authentication 100
abstractions/base 100
abstractions/bash 100
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abstractions/consoles 69, 100
abstractions/dateizugriff 116
abstractions/fonts 100
abstractions/gnome 100
abstractions/kde 100
abstractions/kerberosclient 100
abstractions/nameservice 100, 128
abstractions/perl 100
abstractions/prozessverwaltung 116
abstractions/user- 100
abstractions/user-tmp 115
abstractions/wutmp 100
abstractions/X 100
active/ 215
apache.if 256
apache2 248
apache2-mpm-worker 248
apache2_mod_apparmor 73
apache2_mod_changehat 73
apache2_mod_php5 73
apache2_mod_subdomain 73
apparmor.vim(5) 71
audit.pp 214, 215
audit.rules 352
auditd.conf 352, 353
base.pp 214
booleans.local 176
build.conf 317
capp.rules 357
clamav.if 291
contexts/customizable_types 181
contexts/files/homedir_template 203
date.fc 262, 265, 280, 309
date.if 262, 280, 309
date.pp 266, 271, 279
date.te 262–264, 271, 272, 274, 276, 277,

280, 309, 310
domains 336
domains/ 336
domains/program/ 336
etc.cron.daily.tmpwatch 133
fcgid.conf 249
file_contexts 204, 220, 336
file_contexts/program/ 336
files_contexts 300
filesystem.te 298, 302, 303
flask 335
genfs_contexts 341
havp.config 287
havp.fc 288, 291, 292
havp.if 288
havp.te 288, 292
httpd 248

httpd.conf 250
Immunix::Subdomain 82
kernel/corenetwork.te.in 304
libapache2-mod-fcgid 248
libcap 44
libraries.if 277
lids_acl_discovery.pl 46
lspp.rules 357
m4 262
Makefile 265, 266, 335
menu.lst 241
misc/ 336
miscfiles.if 278
mod_fastcgi 247
mod_fcgid 245–249, 252, 254, 255, 257
mod_fcgid-selinux 248
mod_perl 72, 246
mod_php 72, 246, 247, 257
mod_python 246
modules/active/modules/ 215
myvhost 250
myvhost.conf 250
owlsm 95
pam-devel 108
pam_apparmor-2.0.tar.gz 108
php-cli 248
php.conf 249
php.ini 247, 251
php5-cgi 248
phpinfo.fc 256
phpinfo.te 256
phpsysinfo.te 186
policy-server.conf 341
policy.19 335
policy.conf 218, 335
policy/policy.21 231
policy/policy.XX 215
previous 215
program/ 336
sample.rules 357
semanage.conf 339
selinux-policy-devel 262, 263, 272, 288
selinux-policy-refpolicy-dev 262
semanage.conf 341
semod.conf 341
semodule_package 201
server.pp 344
setrans.conf 200
squid.conf 144
sysinfo.conf 107
terminal.if 276
tmp 202
tmpwatch 133
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tunables/global 71
types 336
types/metapolicy.te 342
unused/ 336
userdomain.if 314
usr.bin.nmap 70
usr.lib.RealPlayer10.realplay 133
wtmp 164

Debian 101, 103, 138, 155, 156, 199, 235, 239,
240, 249, 262

DEFAULT_URI 106
devpts 242
Disabled 203, 209, 224
Discretionary-Access-Control siehe DAC
DocumentRoot 180, 182, 213, 228, 257
Domäne 141, 143, 146, 148, 150, 189–191, 217,

225, 240, 246, 263, 280
Domänentransition 148–150, 190, 217, 233,

256, 263, 295, 309
domain_auto_trans 149
domain_entry_file 149
Dominanz 152
DTE 37
DTMach 137
DTOS 137
dump 230
dyntransition 307

E

EAL4+ 195
Eclipse 322
encfs 298
enforce 67, 74, 82–85, 129
Enforcing 191, 203, 209, 219, 223, 272, 278
Entrypoint 148
Etch siehe Debian
Event-ID 359
eventpollfs 298
Example-Policy 156, 209, 239, 240, 335
execmod 225
Executive Summary Report 66
ext2 241, 298
ext3 241, 297, 298

F

FastCGI 245, 246, 252
fat 298, 303
FCGIWrapper 251, 254
Fedora Core 102, 103, 138, 143, 155, 172, 181,

222, 235, 239, 262
Filesystem-Capabilitys 43

find 225
fixfiles 182, 202, 205, 220
Flask 137, 138
Fluke 137, 138
Flux 137, 138
FormatGuard 57
Freigabe 34
fs_use_task 298, 301
fs_use_trans 298, 302
fs_use_xattr 298
fsetfilecon(3) 300
FTP 229
futexfs 298

G

gen_context 304
genfscon 298
genhomedircon 203
genprof 82, 84, 86, 105, 109, 121, 124, 126
Gentoo 155, 156
getenforce 158, 203
GetRewted Security siehe grsecurity
getsebool 161, 175, 176, 203
gfs 298
gfs2 298
Globbing 78
grep 275
grsecurity 45, 46, 132

H

Hat 72, 76, 77, 90
Hats 129
HAVP 287
hfs 298
hfsplus 298
HTTP-Antivirus-Proxy siehe HAVP

I

ibmasmfs 298
id 151, 157, 239
ImmDefaultHatName 106
ImmHatName 106
Immunix 57
immutable 40
Informationsfluss 34, 133, 189, 198
Informationssicherheit 29
init 289
Inode 164
inotifyfs 298
Integrität 29, 35
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Integrity siehe Integrität
Interface 199, 256, 263, 280, 281
iostat 198
IP-Adresse 304
IP-Paket 305
IPsec-SA 305
iptables 46
iso9660 297, 298

J

jffs2 298
jfs 241, 298
john 146

K

Kategorie 200
KDE 226
Klassifizierung 34

L

Label 194
Labeled Security Protection Profile

siehe LSPP
Laus 351
lcap 42
ldd 84
Least-Privilege 191
less 89
Level 204
LIDS 45, 132
Linux-Intrusion-Detection-System siehe

LIDS
Linux-Security-Module siehe LSM
LMBench 51
load_policy 204
locate 243
LOCK 137
log-prof 84
login 46, 239
logprof 82, 86, 87, 105
Low-Watermark 35
ls 142, 239
lsetfilecon(3) 300
LSM 58, 138
lspci 77
LSPP 195, 352

M

M4 262
MAC 26, 131, 132, 137, 141, 352

Mailserver 242
make 266
Mandatory Integrity Control 35
Mandatory-Access-Control siehe MAC
matchpathcon 204, 301
MCS 151, 153, 200, 202, 210, 265
Microkernel 138
Microsoft Vista 35
MITRE 138
MLS 34, 137, 151, 153, 156, 193, 197, 201, 202,

204, 210, 232, 265
MLS-Policy 156, 189
mlsconstrain 194
mmap 226
Modul 185, 199, 201, 214, 216, 288, 324
mount 25, 299
mqueue 298
msdos 298
Multi Level Security siehe MLS
Multi-Category-Security siehe MCS
Multilateral Security 35
MySQL 171, 230

N

Netfilter 216, 304, 305
netifcon 303
netstat 61, 66
Network Associates 138
Netzwerkkarte 211, 304
newrole 141, 151, 157, 161, 174, 192, 193, 204
nfs 297, 298
nfs4 298
nfsd 298
nmap 63
nodecon 304
Novell 58
NSA 137
ntfs 297, 298
ntfs-3g 298
ntpd 328

O

Object-Manager 138, 297, 306, 340
oprofilesystemfs 298
optional_policy 274, 310
Orange Book 137
Overhead 51

P

PAM 108
pam_apparmor 72, 108
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passwd 146–148, 150
Pending 176, 203, 221
Perl 82, 246
Permissive 203, 209, 219, 224, 240, 248, 256,

267, 272
PHP 72, 120, 182, 183, 229, 246, 247, 250, 252
phpSysInfo 73, 131, 182, 185
ping 26, 66, 147, 148, 175
pipefs 298
Policy

-Compiler 202
-Components 232
-Package 266, 281, 285, 287, 310
-Rules 232

Policy Management Server 339
policygentool 294, 325
Port 146, 179, 180, 213, 227, 304
portcon 304
Postfix 242
PostgreSQL 230
Prefork-MPM 257
proc 297, 298, 303
Protokollmarkierung 87, 105
Prozess 306
ps 142, 192, 239
Python 246

R

Ramdisk 287
ramfs 298
Range 152
Range-Transition 217, 232
range_transition 152
RBAC 34, 37, 150, 195, 197, 232, 329
rcapparmor 60
rcsubdomain 60
Redhat 103
Reference-Policy 153, 155, 156, 209, 231, 239,

240, 261, 269, 272, 284, 317, 339
Referenzmonitor 33
reiserfs 241, 298
relabelfrom 300
Relabeling 159, 181, 182, 202, 213, 224–226,

235, 240, 300
relabelto 300
Reload 183, 185, 199, 215, 267
Require 199
require 270
restore 230
restorecon 161, 181, 182, 205, 213, 220, 225,

266, 292, 300
role 150, 217

Role Based Access Control siehe RBAC
role_transition 217
Rollenwechsel 205
romfs 298
rpc.gssd 172
rpc_pipefs 298
rpm 235
RSBAC 45, 48, 132
Rsync 229
Ruby 246
RuleSet-Based-Access-Control siehe RSBAC
run_init 206, 289, 295

S

Samba 229
Schutzstufe 34
sealert 206, 221
seaudit 165, 168, 207
seaudit-report 168, 208
Secure Computing Corporation 137
Secure-Shell 80, 108, 109, 112–114, 164,

191, 213
Security Incident Report 66
Security-Context 140, 141, 145, 152, 164, 167,

179–181, 201, 202, 204, 205, 211, 213, 220, 225,
226, 230, 233, 265, 297

Security-Policy siehe Sicherheitsrichtlinie
Security-Server 138
sediff 208, 236
sediffx 208, 237
SEedit 328
seedit 317, 328, 329
seinfo 209
SELinux

-Dateisystem 175, 176
-Translation 211
-User 179, 201, 210, 213, 216

SELinux Attribute
domain 310
userdomain 310

SELinux Boolean
allow_<domain>_anon_write 229
allow_cvs_read_shadow 172
allow_execheap 172, 226
allow_execmem 172, 226
allow_execmod 172, 226
allow_execstack 172
allow_ftpd_anon_write 172, 173
allow_gpg_execstack 172
allow_gssd_read_tmp -> on 172
allow_httpd_anon_write 172
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allow_httpd_staff_script_anon_write
172, 193

allow_httpd_sys_script_anon_write
172, 229

allow_httpd_sysadm_script_anon_write
172, 193

allow_httpd_user_script_anon_write
173, 193

allow_java_execstack 173
allow_kerberos 173
allow_ptrace 173
allow_rsync_anon_write 173
allow_saslauthd_read_shadow 173
allow_smbd_anon_write 173
allow_ssh_keysign 173
allow_user_mysql_connect 173
allow_write_xshm 173
allow_ypbind 173
cdrecord_read_content 173
cron_can_relabel 173
date_adjust_time 285
disable_trans 190
fcron_crond 173
ftp_home_dir 173
ftpd_is_daemon 173
httpd_builtin_scripting 173
httpd_can_network_connect 173, 230
httpd_can_network_connect_db 173,

218, 230
httpd_can_network_relay 174
httpd_disable_trans 224
httpd_enable_cgi 174
httpd_enable_ftp_server 174
httpd_enable_homedirs 174
httpd_ssi_exec 174
httpd_tty_comm 174
httpd_unified 174
named_write_master_zones 174
nfs_export_all_ro 174
nfs_export_all_rw 174
pppd_can_insmod 174
pppd_for_user 174
read_default_t 174
read_untrusted_content 174
run_ssh_inetd 174
samba_enable_home_dirs 174
secure_mode 174, 193
secure_mode_insmod 174
secure_mode_policyload 174
spamassasin_can_network 174
spamassassin_can_network 174
squid_connect_any 175
ssh_sysadm_login 175
staff_read_sysadm_file 175

stunnel_is_daemon 175
use_nfs_home_dirs 175
use_samba_home_dirs 175
user_direct_mouse 175
user_dmesg 175
user_net_control 175
user_ping 175
user_rw_noexattrfile 175
user_rw_usb 175
user_tcp_server 175
user_ttyfile_stat 175
write_untrusted_content 175
xdm_sysadm_login 175

SELinux Class
class 144
dir 144
file 144, 148, 299
lnk_file 144
msg 306
msgq 306
process 148
sem 306
shm 306

SELinux Policy IDE siehe SLIDE
SELinux Role 141, 201, 210

_r 142
object_r 142, 145, 147, 180, 297, 299, 302
role 141, 311
staff_r 150, 157, 159, 175, 192, 193, 204, 212,

219, 329
sysadm_r 142, 150, 151, 160, 161, 179, 192,

193, 204, 212, 219, 232, 267, 329
sysadm_r:sysadm_t 175
system_r 143, 150, 189, 267
system_u 150
user_r 147, 150, 151, 179, 212, 329
webadm_r 179
webmaster_r 314, 315, 329

SELinux Schnittstelle
domain_type 263

SELinux Type 141, 201
_t 142
clamd_var_lib_t 290
consoletype_t 314
customizable_type 202, 205, 220
date_exec_t 263, 264, 280, 281
date_t 263, 264, 267, 276, 280, 281, 310, 312
default_t 174, 180
devpts_t 269, 275
dhcpd_t 232
etc_t 142, 232, 233
fs_t 302
havp_data_t 302
havp_exec_t 295
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havp_t 292, 295, 302
home_dir_t 210
home_t 210
http_cache_port_t 145, 146
http_port_t 227
httpd_name_script_exec_t 256
httpd_name_script_t 256
httpd_phpinfo_script_t 256
httpd_port_t 305
httpd_script_t 174
httpd_staff 172
httpd_sys 172
httpd_sys_* 229
httpd_sys_content_t 213, 229
httpd_sys_script_exec_t 229
httpd_sys_script_ra_t 229
httpd_sys_script_ro_t 229
httpd_sys_script_rw_t 229
httpd_sys_script_t 229
httpd_sysadm 172
httpd_t 142, 174, 217, 256, 314
httpd_unconfined_script_exec_t 229
httpd_user 173
initrc_t 206, 295, 314, 315
insmod 174
mysqld_port_t 230
name 256
passwd_exec_t 148, 149
passwd_t 147–150
policy_server_t 342
policy_t 342
postgresql_port_t 230
public_content_rw_t 172, 229
public_content_t 172, 193, 229
root:system_r:date_t 279
samba_etc_t 299
samba_secrets_t 299
self 302, 306
shadow_t 142, 147, 148, 234
smbd_t 299
source_t 144
squid_cache_t 144
squid_conf_t 144, 145
squid_log_t 144
squid_t 143–146, 148
sshd_t 164
staff_t 310
swapfile_t 228
sysadm_r:sysadm_t 175
sysadm_t 175, 189, 310
target_t 144
textrel_shlib_t 226
tmpfs_t 302
type 141

unconfined_t 189, 190, 224–226, 264,
295, 310

unlabeled_t 299, 305
user_home_t 142, 212
user_t 148, 149, 189, 310
var_log_t 164, 292
webmaster_t 314, 315

SELinux User 141
SELinux-Schnittstelle

apache_content_template 256
clamav_search_lib 291
date_domtrans 281
domain_auto_trans 264
domain_dyntrans_type 246
domain_entry_file 264
gen_context 265
gen_require 281
gen_tunable 284
gen_user 315
libs_use_ld_so 277
libs_use_lib_files 277
miscfiles_read_localization 278
term_use_generic_ptys 276
tunable_policy 284
userdom_base_user_template 314

selinuxenabled 161, 203, 209
semanage 145, 146, 150, 151, 179–182, 200, 203,

209, 210, 212, 227, 305, 339
semodule 185, 187, 201, 209, 214, 216, 266
semodule_expand 216
semodule_link 216
semodule_package 214
Sensitivity 152
sepolgen-ifgen 273
sesearch 217
sestatus 158, 218
setcon(3) 307
setenforce 160, 182, 184, 219
setfilecon(3) 300
setfiles 182, 220, 300
setkey 305
setroubleshoot 206
setroubleshootd 221
setsebool 161, 175–177, 182, 220, 283
SetUID 25, 26, 33, 147
Shared-Hosting 108, 114, 121, 228, 250
shm 298
Sicherheitsrichtlinie 30
Simplified Policy Description Language 328
Simplified-Policy 328
Slackware 103, 155, 156
SLIDE 321

-Remote 326
smbfs 297, 298
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Snort 125
Socket 306
sockfs 298
SPDL siehe Simplified Policy Description

Language
Squid 119, 143, 148, 213
StackGuard 57
star 230
strace 360
Strict-Policy 156, 159, 160, 189–192, 206, 219,

227, 261, 266, 267, 309
stunnel 175
su 46, 192, 193, 205
SubDomain 57
subdomain_parser 90
subdomain_status 82
SuExec 247, 248, 250, 253, 254
suexec 253
SUSE 23, 26, 58, 59, 103, 131, 155, 239
SWAP 228
Syntax-Highlighting 321, 322
syscapset 42
sysfs 297
Syslogd 163
System V IPC 306
system-config-securitylevel 222, 225
SysV-Init 315

T

tar 230
Targeted-Policy 143, 156, 160, 181, 189, 190,

192, 206, 224, 226, 227, 261, 266, 299
TCP-Socket 145, 218
TE siehe Type-Enforcement
tmpfs 298, 302
togglesebool 222
Transition siehe Domänentransition
Type-Enforcement 37, 48, 137, 141, 143, 149,

153, 186, 187, 190, 194, 198, 202, 217, 262, 285,
321, 325

type_transition 149, 297, 299, 302

U

Ubuntu 101, 155, 156
udf 298
unconfined 61, 76, 80, 82, 92, 93
UNIX-Epoche 356
UNIXbench 51
Update 235
update-grub 241
userhelper 193

V

Variable
SELINUX 223

Verfügbarkeit 29
Versionsnummer 186, 271, 278
Vertraulichkeit 29, 34, 194
vfat 297, 298
VI siehe Vim
Vim 321
vmstat 198

W

w 175
Watch 355
who 175
Wildcards 78
Wirex Communications 57
Worker-MPM 247, 248, 257

X

xfs 241, 297–299

Y

Yast2 59, 67, 75, 85

Z

Zugriffsattribut 132
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